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Artificial Intelligence and
Transparency

Legal, Ethical and Technological Considerations
in the Light of the EU’s
General Data Protection Regulation (GDPR)



Draft Al R&D Guidelines by the Japanese Ministry of
Internal Affairs and Communications et al.

Principle of Transparency

Developers should pay attention to the verifiability of inputs/outputs of Al
systems and the explainability of their judgments.

« Al systems which are supposed to be subject to this principle are such ones
that might affect the life, body, freedom, privacy, or property of users or
third parties.

« Itis desirable that developers pay attention to the verifiability of the inputs
and outputs of Al systems as well as the explainability of the judgment of
Al systems within a reasonable scope in light of the characteristics of the
technologies to be adopted and their use, so as to obtain the understanding
and trust of the society including users of Al systems.

The Conference toward Al Network Society, 2017
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Introduction (1)

« Machine Learning (ML) and Artificial Intelligence (Al) are no new
developments, they date back to the second half of the 20t century.

« However, in the last decade technological developments have led to more
data and more and more powerful data processing capabilities being
available.

« While we currently observe increased adoption of these technologies, the
future is likely to bring even more disruptive innovations in this field (e.qg.
self-driving cars, medical diagnosis, etc.).

» Practical reasons for the adoption of ML and Al technology: high accuracy,
unbiasedness, fast, cheap.

See Finlay, 2017



Introduction (1)

« Many current and future applications involving Al are based on machine
learning (deep learning) algorithms.

« A major challenge pertaining to these Al systems is that they operate in a
“Black-Box’ and their decision making is thus intransparent. This creates
moral, ethical, social and legal problems which may hamper the adoption

of Al applications in the long run, e.g. “fear of losing control”.

« To employ deep learning approaches is nevertheless almost unavoidable for
many Al applications, as these algorithms can find patterns (i.e. knowledge
and understanding) in complex and multidimensional datasets.

« In what follows, | review the technological and legal problems pertaining to
the transparency of Al algorithms.

See Holzinger, 2018



Machine Learning: The Technological Foundations of
Artificial Intelligence

« Classical ML approaches are based on predictive (regression) models,
scorecards and decision trees. They are (mostly) linear and transparent.

« Modern ML approaches are based on neural networks and deep learning
approaches. They are non-linear and intransparent.



Classical Approaches: Predictive (Regression)
Modelling

(Age) Xy O\
(Gender) X
i y (Probability
(Income) X3 O/ of d?:fal:jl'tt’ I.e.
redi
(Duration) X4 Eligibility)

Transparency of Basic Predictive (Regression):
Calculated in a comprehensible and traceable manner
Relatively easy to understand and interpret by humans
Results can be (relatively) easily communicated and decisions made on their basis thus
(relatively) easily justified

See Finlay, 2017, Goodfellow, 2016.



Modern Approaches: Neural Networks and Deep
Learning

The Deep Learning Process:

« Single neurons are similar to a basic predictive (regression)
models.

» Neurons attach different weight to the input data, leading to
different predictions (outputs).

*  Outputs from the first layer are used as the inputs for the second
layer, and so forth. Again, inputs on a given layer are the same,
but due to different weighting lead to different predictions
(outputs). The resulting neural network can get very complex.

*  Machine learning refers to the process in which the weights are
continuously adjusted and checked against known data until
prediction is as far as possible optimized.

Transparency of Neural Networks and Deep Learning:
. By adding several layers of neurons, neural networks can detect subtle patterns in the data.
. A large number of layers leads to greater complexity. Predictions (outputs) cannot easily be
linked to input data.
. Calculations are not comprehensible, results can thus not be easily communicated. Decisions
based on predictions cannot be easily justified. 8

See Goodfellow, 2016., Finlay, 2017



The EU’s General Data Protection Regulation (GDPR):
Artificial Intelligence and Transparency

* The General Data Protection Regulation (GDPR) is the EU’s main law on data protection.

«  When the GDPR came into force on 25 May 2018, it led to worldwide discussion and
controversy in business, politics and society due to its new and far reaching regulations.

« The GDPR introduces:

— ARIight to transparency for Artificial Intelligence applications (see next slides).

— ARestriction of automated individual decision-making (see next slides).

— Recital 71: “In order to ensure fair and transparent processing in respect of the data
subject, (...) the controller should use appropriate mathematical or statistical procedures
for the profiling (...).”

« Examples: Al decision-making regarding online credit or job applications.

* Problem: As described above, many Al applications (Deep Learning) cannot explain
themselves. They are intransparent by design.

European Parliament and of Council, 2016



A Right to Transparency for Al Applications

Article 15 of the GDPR: Right of Access by the Data Subject

1. The data subject shall have the right to obtain from the controller (...) the
following information: (...)
(a) the purposes of the processing (...)
(h) the existence of automated decision-making, including profiling, and,
meaningful information about the logic involved, as well as the
significance and the envisaged consequences of such processing for the
data subject.

(..))

European Parliament and of Council, 2016



A Restriction of Automated Individual Decision-Making

Article 22 of the GDPR: Automated Individual Decision-Making, including
profiling

1. The data subject shall have the right not to be subject to a decision based
solely on automated processing, including profiling, which produces legal
effects concerning him or her or similarly significantly affects him or her.

(..)

European Parliament and of Council, 2016



Empirical Research on How Different Groups of
Stakeholders View Online Information Obligations

Consumers

Consumer

Politicians

Organizations Judges
The Stakeholders of Online Disclosures in
Germany
Businesses Lawyers

European Parliament and of Council, 2016




Do you believe information obligations will become more important in the

future thanks to the proliferation of autonomously operating products powered

by Al? (Summary Statistics)

» Disclosure will become x Disclosure will not become
" more important more important

10%%%% * % §

Seizov and Wulf, forthcoming
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Do you believe information obligations will become more important in the
future thanks to the proliferation of autonomously operating products powered
by Al? (Qualitative Results I)

* More Important: Product Complexity
,,Yes, I could imagine that. At least, I think it's plausible, since the reason for the information
obligations is often to balance out an existing structural imbalance. That is, a person who has
knowledge that the contract partner does not have is obliged to provide [that] information. And with
that in mind | think that is always the case when the consumer needs information to be able to use a
product at all." (Judge)

« More Important: Customer Rights and Obligations
“Yes, it will be necessary, because customers are not aware of what could happen or who is liable
and what liability means in practice in regard to the product. For instance, with cars, that somebody
could be injured. And am | the one who is then responsible, I am liable in such a case? I think the
information obligations will have to be substantially increased.” (Judge)

« More Important: Personal Data Protection
“But what's much, much more important here is the fact that we [must] have transparency in regard
to data collection, data storage, data processing and the passing on of data, that the consumer is
informed about what is collected and that on the different levels. As | see it this is a central issue."
(Consumer Organization)

Seizov and Wulf, forthcoming



Do you believe information obligations will become more important in the
future thanks to the proliferation of autonomously operating products powered
by Al? (Qualitative Results 1)

« As important as now
“On the side of the consumer I expect that that will not have much of an influence on marketing or
PR because some will say, "That's bad!" and others won't notice it at all. If somebody had said 10
years ago, "Your cell phone always knows where you are!", there would have been an enormous
outcry. But | haven't noticed anything of the kind in the last 10 years. And now my phone is
recording my pulse rate, knows exactly where | am and constantly hears everything that's going on.
So ... and all that has happened because of customer profiling. And that being as it is | assume that
people won't notice it at all, as long as the tools are slowly introduced to them. Ultimately you see it
in the fitness tracker industry, too." (Business)

o QOther

"Haha. Well, I'm an optimist as regards the future and so | would think that in the future artificial
intelligence will help us to better comply with our information obligations. That's the bottom line."
(Business)

Seizov and Wulf, forthcoming



Do you think businesses inform consumers sufficiently about matters of
personal data protection? (Summary Statistics)

0% 5% 10% 15% 20% 25% 30% 35% 40% 45% 50%

44%

Information is neither enough, nor transparent

Information is enough but not transparent 19%

Information is both enough and transparent 19%

Information is not enough but transparent 3%

Information quantity & quality varies among cases . 3%

Other opinions 44%

No answer - 7%

Seizov and Wulf, forthcoming 16



Do you think businesses inform consumers sufficiently about matters of
personal data protection? (Qualitative Results)

« Information is neither enough, nor transparent

“While we are not saying that [privacy notices] fall short of the legal requirements, we believe that
in the end consumers still do not know what happens with their data. Either because the description
is too abstract [or] because information ends up being quite scarce” (Consumer Organization)

« Information is enough but not transparent

“Some do it well, others not so well. To generalize and say [privacy policies] are totally optimal
across the board is definitely not the case.” (Anonymous Participants)

» Information is both enough and transparent

“The information is all there, if one wanted to go through it”
“The consumer definitely has the opportunity to get informed”
(Varying Anonymous Participants)

Seizov and Wulf, forthcoming



An Example of a Sensitive Application for ML and Al
In the field of Law

* Inthe USA, Al applications are increasingly used to assist judges when
making decisions about bail, sentencing and parole. They supposedly help a
judge better assess, e.g. a criminals reoffending risk, how likely the
defendant is going to appear for trial, etc.

« Al recommendations, such as risks scores for reoffenders directly influence
Important trial outcomes, such as sentencing terms (see e.g. Wisconsin v.
Loomis).

« Lawyers fear that these applications may erode important legal principles,
such as the rule of law, equality before the law, public accountability, etc.
because these algorithms are programmed by private companies and
operate as “Black Boxes” with no need for official certification or approval.

Tashea, 2017



Technical Solutions to the Transparency of Machine
Learning and Artificial Intelligence (1)

* Modern ML applications which are based on neural networks and deep
learning approaches are non-linear and intransparent.

« New technical solutions to the transparency of ML and Al try to get from
a “Black Box” to “Glass Box” setting via post-hoc interpretation
approaches

« Post-hoc Interpretability does not necessarily require a precise
(mathematical) definition of how a model works, but rather relates to
textual, visual or conceptual explanations.

See Litpon, 2016



Technical Solutions to the Transparency of Machine
Learning and Artificial Intelligence (1)

Original Heatmap for the Predicted Class
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Conclusions

Machine Learning and Artificial Intelligence applications are becoming
more and more relevant, also in fields that are sensitive to moral and ethical
considerations (e.g. medical applications, criminal justice, financial
applications etc.).

Legal, ethical and moral values require transparent disclosures about the

functioning of an Al applications’ underlying algorithms.

Transparency Is thus a key requirement for the future development of Al
and ML applications, particularly where self-programming algorithms
(Neural Networks and Deep Learning) are involved.
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