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Suppose there are:

miSFIAE

Third Party End-user
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Suppose there are:

S Ed

Foreign
countries

HFEER FIHA&
Developer User

B= EiEFIAE

\ Third Party End-user

BT - El 2R AR

Government/
Governmental Agency




=R - R EREE DR

Viewpoints when we consider legal/ethical issues

» EIFIEITECREC O TV\DIRAZ RENSZIEZ Db

ENd

FEARTAERIZ I TIIRGEE LD B DZHRETIC
ANBIENKRYNTHED

BHDEESNEXREEZEADELER(CRD

We need to recognize various movements which
take place in parallel

We need to take into consideration not only laws
but also something other than laws

It is also important to consider measures based
on overseas movements
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Movements in parallel (examples)

IBUAT - E 2R 1R

Government/
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Movements in parallel (examples)

- AT 2ET
— NERT. #5358, FEE. XBRE., ERE. 28T ...
o AI%I]ﬁE"-T-*%
. EXERFNEHE (COCN)
o ’f:l

e Government and Ministries

— Cabinet Office, MIC (Ministry of Internal Affairs and
Communications), METI (Ministry of Economy, Trade an Industry),
MEXT (Ministry of Education, Culture, Sports, Science and
Technology), MLIT (Ministry of Land, Infrastructure, Transport and
Tourism), NPA (National Police Agency)...

* The Japanese Society for Artificial Intelligence
* COCN (Council on Competitiveness-Nippon)
 KEIDANREN (Japan Business Federation)

8
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Movements in parallel (examples)

- B AR -HAFE- -FIGHICHREEZErszccausrozeal
T.2nBIIMC, ez
— Al at Google: our principles (201868)
— Y= —-TAU@IBHARI1> (201898)
— SAP: Guiding Principles for Artificial Intelligence (2018498)
— NECITZAIVMIAMNEEARER] (2018%108)
— WRETFDEED
* Companies. In addition to their research, development and
utilization of Al, for instance:

— Al at Google: our principles (June 2018)

— Sony Group Al Ethics Guidelines (September 2018)

— SAP’s Guiding Principles for Artificial Intelligence (September 2018)
— NEC’s Digital Trust Business Strategy Division (October 2018)

— Other companies considering whether they have similar principles

9
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Examples of something “other than laws”

o AIFFENARIAOE. AFERRERIE
- [WE(CEHIBENE
e SDGs

 Drafts Al R&D Guidelines and Al Utilization
Principles

* Movement in relation to ethics
e SDGs
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Examples of overseas movements

* Partnership on Al RKEEEFFES
(IEEE) . KEBHIM T EmzE= (T .
Future of Life Institute (FLI)

» EUNUEDMEEE. KE. PERE

* Partnership on Al, IEEE, ITI, FLI, etc.

 EU and its member states, USA, China, OECD,
G7, etc.

11
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There are many problems to be addressed

- ElBIDER - (REBABER | 21 b #4H HED

DARE]
o = - =2 A1 - JREA]
- S NPENIR, BE T 3D, SHEED )
* Respective legal and * Preparation for new
frameworks

ethical issues

— e.g., contracts, intellectual
properties, liabilities, privacy,
discrimination

o TREDAISTIGUFEIDLD

* Preparation of systems or rules
of companies whereby they
may cope with issues of Al .

©Atsumi & Sakai 2018

— Statutory laws,
guidelines/principles,
collaboration with
foreign countries



AllCEET D
12 51 D 25 1) fisl E'E,.-‘—:';a)@]

Examples of legal issues in relatlon\tq Al \

N >
W

. - \ “‘. p— N\ \
13 3
W RV |
\ 8 | "Kk



— BERNRERERICABRIIC

Before moving on to legal issues

o WHINEDEEDIERR (H{FETHI)
— thix (B&-BERE)
- &
- MISEE (RERE)
- X (GRITE - SREmEBIERE)
- —TEDEE| DB ZRHIT2EE CHEEZZIIERE)
* Types of applicable law (merely examples)
— Private law

— Public law
* Law related to crimes, punishment and criminal procedure

* Law related to certain businesses (banks, securities firms,
etc.)

* Law restricting businesses in certain transactional fields
(consumer contracts and the like)

14
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Viewpoints when we consider legal issues
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Examples of applicable rules and legal issues

« 5LAIZELS|(CF @79 ma. o, BUAIZHE

ENEFRICHAHI dimna. BRASNIMELNE
WL—)bEiER) R R (e h ?

e Suppose you utilize Al for transactional
purposes or for autonomous vehicles, what
will be rules which may be applicable to your
businesses, and what will be legal issues?
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Examples of applicable rules and legal issues

sEESEDEIDRFIH

FeCDIEBINA T A - ZRINDFF L
HESRELEFOHEREZENETSIES
DIRFT AT TR N

With whom you enter into a contract?

How you may cope with possible bias or
discrimination?

Isn’t it necessary to consider laws protecting
the week such as consumers?




— =)V EENREERDH)

Examples of applicable rules and legal issues

- EDSOREBIFEEDLSICTIIE
— NN EEZESIDTREIRAILESLZL
— FIBSIC. SEEEEEADRVOTEESRAREESR,
HOUAIERIMET B RABHTHBN, TOTEE.
SZ2RITTEADRBZZITIENRBVWCLRIRRSD
 How to share what kind of responsibilities and
liabilities?
— If only one company is responsible or liable, a relevant
business will not be prevalent

— At the same time, if no person is responsible or liable, a
relevant business will not be prevalent. It is reasonable to
minimize your risk, but this is different from the situation
where a victim may not seek any remedy

18
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Examples of applicable rules and legal issues
» PRI=HIE - e
- FNEVAAE - B N153R - 77— FiiE
— F—IPFBELNHBHFEICTIFREL TLB5EH

* Insurance system/products

 Intellectual properties, personal information
and trading of data

— There are cases where data and rights to use data
and the like are located on only one party

©Atsumi & Sakai 2018
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Examples of applicable rules and legal issues
o SR -ITIBUE - SERIFOIEONEE
— BUERLU->BEULTVWAEI R AN DI IE R W EETE
MESE - FRFPENEDIDICEZE T BH
73V RIA—=LAES R ANDIRH DENE]

* Necessity to amend laws governing certain
businesses, administrative laws, treaties, etc.

— Without the amendment, it may be possible that you
will not be allowed to conduct the contemplated
businesses

 How antitrust or competition law affects
* How platformers will be regulated

20
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Criminal liabilities: issue which is frequently discussed

. [1BERINERSHSNIN——[1E%K] ?

 Whether negligence is admitted — “negligence”?
NOFELS%E e )

e G TEEDIC EES

FRTEE B “aneeor

Foreseeability

Negligence

Breach of duty to avoid

Eﬁ@@% ? Whose negligence?

E*ﬁ@’gﬂu ? Principle of Trust?

©Atsumi & Sakai 2018
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Criminal liabilities: unclear issues
o HELREEERR Driving without license
o fEPRIEFEEFEIS Dangerous driving

causing death or injury (or driving
homicide or manslauther)




— )= EENRIRERICDNT
With respect to applicable rules and legal issues
. SLTHBE
— AEIEEXTRESDABVWEN BRI FELE

—TVZVWESXAGERAEN SN ELNEWIL—ILD
EEL, BENREREROD T RIICITI LA

e Given what |l illustrated:

— there will be legal issues which may not be issues
in relation to relationships between humans

— It is indispensable to detect rules which may be
applicable to contemplated businesses and to
analyze legal issues on the rules at an early stage

23
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When you consider legal issues

BRI Ex(EOTHEMLLENEI e S Z PREE
~ BF L OWEF - Az RE I ST RNEEICB VWSS, T
DERBICBFILEIRSEV (HRE|%ZHE5ITERN ?)

— Z0 (L ERER I R Y — )V . EN51 5%6%:55| TES + HiLOFI#:
TN EVOERTOINTG Y AZERBCEIAED

* Protecting both of you and your counterparty using
contracts and the like

— If there is no method to protect your counterparty under
the laws, this is not always beneficial to you — it may be
possible that the counterparty may not enter into
transactions with you

— Contracts are tools to be used strategically. Itis important
to strike balance between (i) that you may substantially
protect your interest and (ii) that you may attract potential
counterparties

24

©Atsumi & Sakai 2018






— BREK D EX M a D EITT DERE

My research in four European countries

- BRERDAEICDOWNT
— AIRY NI =IO SHE SR DSE (LI B8, 2016
U‘2018£ REWIEITIND  RAY TSI AICHEITDK
F IR - (b A REBERPIEZIAM . Al T —JIC
B9 3 - EimICDOVWTERAE
— TOEELEENSORARHI B OEHRZES

My research

— In 2016 and 2018, | visited, and conducted research in
cooperation with, universities, research institutes,
companies and law firms in UK, Luxembourg, Germany and
France in order to serve information on legislation and
movements on Al networks with the MIC’s “Conference
toward Al Network Society,”

— From 2016, | continue obtaining information from them y

©Atsumi & Sakai 2018
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Common views in four countries
 {mER (Ethics) HIEFBICEMR
—EZ5l- DS54\ —E2E - ARITEBIRED B WVLSIC
EDIDICITRENZEZRDEN DD,
— AEFIbEVOEFEDES
« ECN T ARBIOESORIgEENELRD
e Ethics are quite important

— It is necessary to consider how we may prevent,
among others, discrimination, invasion of privacy
and destruction of humanity

— Consciousness of human-centered society

* Involvement of humans are necessary somewhere 27
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Common views in four countries

« UFOFRIRADTUNANE
- BiE. R
— TSRS ECRE T HEIR
—1EF - FIRDBREIRE

F'*EJEL/'C =58 HAHE (BIE-%51%) Bsl-17
A REEAOEETNED

* |t is necessary to consider the followings:
— Liabilities and insurance
— Matters related to handling data

— Invasion or violation of rights and interests, etc.

* In relation to this, it may also be necessary to pay
attention to types or characteristics of parties or users,
categories of transactions or acts, or victims

28
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Ethics are important for businesses
- {mEE (Ethics) (FESRAICEEIDS

— Az i e &G - U —EXZHFELUTH. EthicsZEEU
TLRWVE, FTENRL, ZIFANSNEBEWVWIRY

 Ethics relates to businesses

— Even if you develop products or services utilizing Al,
such products or services may not be accepted
when you do not take into consideration ethics

©Atsumi & Sakai 2018
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Ethics are important for businesses
o A AZZERIBCHRDIRDBVWDIEVSERE

— EE -ERSNESBRAZEDLSICIRETHhEL
SiFam o (<339

— SDGs(Di&kim - B DENRDIEIENEE

* Concerns — whether Al may discriminate
humans?

— There must be discussions on how to protect
victims or those who are likely discriminated

— SDGs and overseas trends are important here
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Considerations of rights of individuals

o DAZ U —0DFF

- ISMNS— LD, EANIFHRIREE-GDPR. B
RITOHARSAY BE

- [BWEEE ILVWSHEEHTI AL IREDUR D%
EZTKUE

* |f we use camera or senser for the purpose of Al:

— Right of privacy, data protection (including GDPR),
guidelines of governmental agencies

— |t is necessary to perceive that this issue is “risk
management” taking into consideration risks of,

among others, “flaming” 31
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Considerations of rights of individuals

» REDLSBITOFEZEZTFAULRDOETHA5HHIH
wEddRelE?
- 5B - #hid -E N [BEHEOF P iERERERRIESE. #0IHH
N—UTWBERE RS L

— SNITESRAEFBICHEVEDD DB IR R - FFIA
DOHBEDBXUIIC

* Possibility that case law which does not expect today’s
IT society may affect?
— Japanese case law, surprisingly, cover wide range of

matters such as camera, video, use of personal data, finger
prints and the like

— It will be important to take into account legal issues or
case law which have been irrelevant to businesses so far,

©Atsumi & Sakai 2018
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Considerations of rights of individuals

» BNRBRDSIREIUVEVAI DR TZIEN CHF
RUBTNEBSBVWHIT TR
— BMRBENORIAYIS R - RT|RETTAEIEES

- BVEIEHRZRUADT(IRL, PA3LTEEIRADE
DA TEEIDHEVSFELE
* |t is not always necessary to resolve all the legal
risks by legal means

— It may be sufficient to explain to related parties or to
publish your plan

— Unnecessary to feel that there is heavy burden: rather,
it is better to consider what you may do for the
contemplated businesses 33

©Atsumi & Sakai 2018



— RAEDEIR???

Would you rather...

BOWRT

(*) TAV] : autonomous vehicle: B & #5E

(1)

(2)

Drawn by Hirano based upon hypos. in Clive Thompson, Relving on Algorithms and Bots Can Be Reall
Dangerous, WIRED, Mar. 25, 2013, available at https://www.wired.com/2013/03/clive-thompson-210

Oct. 25, 2016) (originally in Gary Marcus, Moral Machines, New Yorker Blogs, No. 27, 2012, availgble
http://www.newyorker.com/news/news-desk/moral-machines (last visited Oct. 25, 2016)): Jeffrey
Crashing into the Unknown: An Examination of Crash-Optimization Algorithms through the Tivo L¢
and Law, 79 ALB. L. REV. 183, 261 (2015-2016).

EEFE [ AI-NWIAZTRAFSIR Al & Oy M T3[R |
(http://www.soumu.go.jp/main_content/000450513.pdf) 2B &DIk%

Atsumi & Sakai
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Preparation of systems or rules of companies

2 \
whereby they may cope with.is\sues of Al
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Why internal Al rules are necessary for a company?

 BERUSMNDI - - [RAID B EGER
- ESRARZAINTS LTS
— BEETESDYINBVESGI R ZE 7 IR
— ANEDME- G (Ethics) CDBEMRTELEE
- fEEE

* Reasons why internal principles or rules are
needed

— Create or enlarge business opportunities

— May reflect practical factors which may not be
provided in statutory laws

— Important in relation to human’s value and ethics
— Risk management purposes .y

©Atsumi & Sakai 2018
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Points you need to consider

- £EATPDOIN—IV-RUS—
— AWEDZDENLVESD., H- DI -TJZlESE%
EIACREULBDSDXITRD ZhRIITHOKL]

* Internal rules and policies of a company

—Since areas related to Al is very broad, it will
be effective and important to cope with
issues by taking cross-sectorial approach

37
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Points you need to consider

« AIHNSHEICTEEH
— AIBEFEDM RS1OFR. AFERRRIS
— IEEEREDFEFBEDEHE
— BN DENE
— SDGs

* Internal rules and policies of a company

— Drafts Al R&D Guidelines and Al Utilization
Principles

— Standards or industrial groups such as IEEE
— Overseas movement

©Atsumi & Sakai 2018
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Points you need to consider

» {AIN5iR8HHH
— BRSNS SRITEOREDFFIE - THHNS

 EHIEOHIE - UENBERERTE ZZFIRETHIUTE
a7 XHIUT TNTNICH FRZIL TRIEN DD

* Start point

— Determination and analysis of applicable current
laws and regulations

* Distinguish portions where enactment or amendment of
laws is needed from portions where you may cope with
issues by entering into contracts and the like

39
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Examples of points for companies in relation to Al
o« EERICOWVWTIE, ARFIEVSFEETEAL R
AP SN EIRTEIRVEDEVNSRHEZIFO
ZENKY]
— BEHE - R TRWICEDHFHURS ]

* |tis important not to recognize laws as
restrictions, but as something indispensable to
realize Al Society

— It will be rather risks if there is no legal
systems/principles
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Examples of points for companies in relation to Al

» EHIEOHIE - UENMBEBEPDE, SR ET XN
g‘ééﬁﬂﬁizﬂﬂbf\ TNENICSHIRZIL TIBLEND
— BIREL T, EDLSBEEDERSINSION MINE
— ENRRE, ESRADRE, [EFZREDICITEIENAKY]

* Distinguish portions where enactment or amendment
of laws is needed from portions where you may cope
with issues by entering into contracts and the like

— To that end, you need to know what kind of laws are
applicable

— With respect to both of legal and business matters, it is
important to start “at an early stage”

42
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Examples of points for companies in relation to Al
o Y ZERBZRYBRY —ILEUTHES

— 515525551 TE5 + B DFIRz+0FNnS. &
VWORBIKTOING Y AZERDEICAED

* Use contracts as a strategic tool

— |t is important to strike balance between (i) that
you may substantially protect your interest and (ii)
that you may attract potential counterparties

©Atsumi & Sakai 2018
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Examples of points for companies in relation to Al

+ fmE2 (Ethics) (FESRAICEEDS

— AlzfE e mm - U —EXZFHFELUTE. EthicsZ2E =S
LTWLRWNE, T, ZIFANSNEBWVWUAY

- A= 2SS DIITRE

 Ethics relates to businesses

— Even if you develop products or services utilizing Al,
such products or services may not be accepted
when you do not take into consideration ethics

— Measures including internal rules are much
needed

©Atsumi & Sakai 2018
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Examples of points for companies in relation to Al

- - —J 2R EBEIHTRIBURISDIIRD,
$IREITHONDOKXE], HELT :

— IEE(EDiEE

— #FRI=) - [RR - A RSAODOKTE
— TR EF— A - BODEE

— AIICBIT2ARADTOS 1T K- ESXADEHR®. HIF-IL—
L -BIEREZOBIEO—lbEZBOER BE

* |t will be effective and important to cope with issues
by taking cross-sectorial approach

— Standadization
— Internal rules, principles, guidelines
— Cross-sectorial team and contact persons

— Setting information flow of information on projects,
businesses, claims and emergency cases in relation to Al

45
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Examples of points for companies in relation to Al

. EW&?@%’C‘EH%S’I]’H‘TH‘J(ZEE%EMEJ’E}E?E
3

* Grasp movements taking place both
domestically and internationally in parallel
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Thank you for your attention.

BRI HEEEEE- Hiroyuki Sanbe
N EEHRBIESE

ATSUMI & SAKAI

Partner, Attorney-at-Law

IN—hF— RELT-Z1-3I-DMNFE Admitted in Japan and New York
(- E=RETLFE) (Daini Tokyo Bar Association)
— \ L4 [
= ns= Atsumi & Sakai
F=E (BEE) - 03-5501-2276 Tel (Direct): +81-3-5501-2276
Email: hiroyuki.sanbe@aplaw.jp Email: hiroyuki.sanbe@aplaw.jp

ARER RURNRITA AN AUCBVWTGEEENMRNIEIA(G, BEENPTIETS
BB XIEEE PSR EEEHATNR -G8 I dMOBREFICHITER
REIRNTLED TIEZ SV ERE A

This document and the matters discussed by the presenter(s) in this panel discussion do not Atsumi & Sakai

represent the views of the law firm of the presenter(s) or other organizations, etc. to which the
presenter(s) and/or the law firm belongs or represents.
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