AltxXal)T4 - T53A4N—F—L

Al Security and Privacy Team Jun Sakuma RIKzZH

RTSANLREREBEFEOLOOFIRE  MERAHIH T BAdditve RO B T

ME 1 F |
snERs Lon fiolxs é Additive UBIMEHEE T BB BT 2
- Additive fLEA %K) B 4: [0,1] - R, BERUTP = (P, -, Pic)

AREIARTLIRRYILE
R UH R LR R L

ﬂ
e

s
£

£

ORI
o 2
(..)L"
L
e
ftp

o
L $5 R DIE B X DIEE I EEE RS

s 0(P; §) = Z * ()

o B—NITRAMT—EZRETITHMFEE TTFALL

P AEERBER LT —/ - TG I RS S € S 3. T _ 7
 RERLRETE. ASAT R, $ e DREy s xp Sy | DY/ T FRE—¢(p) = plnp
o HEVRULFBETHEREDNSVANEN-TINEFENALE ERE: nfBDPINLDY T ILHI S0 (P; )T HTE
% IS o B LA A =AY §
yIEEtIﬂd) |$£€*”Fﬁ L/T-)JJ$E,J7:J~/\ J#-/g 004E L Y HiT E7E =@ EE
. k{EODquﬁfE—n@E *“%ﬁf%fﬁ | kH\ESE kHSA =L kHSAZ=L
o MEREERA—ADFELYELBEFIZZIS%AI LT ENRE BEDIDREHEEEZ [J| —HBDPTOREHEE=IL?

. EJr;%iﬁ‘éjJ0)55L\’7747/h(RasberryPie)l:BL\’QAHE&‘—XGDE.E;%J:U%EJr
F R & 2318 = E 1k (380sec -> 16sec) - F k)

TOIREMRERFE FIESRATRMERLEIE « —BOOICHVTREHTREES
o+ —ROIBVTREREREEET HH LR

than AHE 50 clients <30s
Dimension Method MT Generation Time (LAN/WAN) Communication 1000 - nlm
ni,na, N3 1 client 10 clients 50 clients I . > _
AHE 26.3 sec/26.9 sec| 26.1sec/26.7 sec|] 33.2 sec/33.0 sec 3.98 MB n . %\:I: % ) % :Ié: i }-I_ ' ; é CF# 1& O ('j' S 0 1 ﬁ*ﬁ 7§~ l/
128 198 105 OT || 407sec/60.8 sec| 140 sec/168 sec| 389 sec/485 sed 432 MB E %00 W (O 1 /2] 4 o 2
T SwHE 123 sec/124 sec 123 sec/127 sec 146 sec/151 sec 32.3 MB o k & J-._ 94 <::> / /
Ours 2.49 sec/3.26 sec] 2.54 sec/3.35sec| 3.53 sec/3.36 sec 8.25 MB ?} ¢ 0) fl % ﬁ % b\p 3 W,B > O C,E; C,g; (n In n)Za
AHE 95.1 sec/95.3 sec| 94.6 sec/95.0 sec| 122 sec/123 seq 11.9 MB > , 1/2 1) 4 k2 k2—2a
256 128, 956 16.1 sec/235 sec| 588 sec/656 sec| 0.426 hr/0.472 hyf 1664 MB © 5 nga —4 — Cf ‘ ¢ (f) (p) ‘ nga — —|— C ( / ’ ) (n In n)2% + n
T SwHE 486 sec/489 sec] 495 sec/498 sec| 545 sec/545 sec 129 MB = > 2
Ours 7.38 sec/8.21 sec| 7.41 sec/8.63 sec] 10.8 sec/11.0 sec 32.5 MB g /\ 1 4 k > _I_ In“ k
AHE 361 sec/361 sec 356 sec/359 sec 507 sec/510 sec 39.8 MB O 200 ( 24 p ) (Tl In n) n
OT | 57.5sec/917 sec| 0.723 hr/0.732hr| 159 hr/1.82 h 6520 MB : S A5hr 4N ) = SN~ Sl 1.3/2 k? 1
12128512 S UHE || 0.522 hr/0.538 hr| 0.556 hr/0.574 he| 0.560 hr/0.570 hl 513 MB i | | | | | IR ¢ @f/k'ﬁ%«& 7] 0 an 1T‘I- ﬁ 2 o Eﬂ 75 P & lE'I L’ (1,3/2) 6 (n In n)2@ L
Ours 26.6 sec/27.5 sec| 26.8 sec/29.1 sec] 41.2 sec/41.4 secl 129 MB 0 100 200 300 400 500 600 : \- J
(4) MT generation time (seconds). 1000 clients [3/2,1] 2 1/7’1
* OT-based and AHE-based methods from SecureML. * Matrix Size: 128%128, LAN Networtk
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More Practical Privacy-Preserving Machine Learning as A Service via Efficient . with Discrete Distribution: Slow D“lve.rg.ence Speed Case”, ISIT, pp. 1041-1045,2018.
Secure Matrix Multiplication. WAHC@CCS 2018, pp. 25-36. § Kazuto Fukuchi and Jun S,E’tkuma Minimax Optimal Additive Functional Estimation
: Wlth Discrete Distribution”, arxiv:1812.00001, 2018.
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“Stay On-Topic: Generating Context-specific Fake Restaurant Reviews,” A Fixpoint Logic and Dependent Effects for Temporal Property Verification. LICS
Proceedings of ESORICS 2018, pp. 132151, September 2018 . 2018, pp. 759-768.
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