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Table 2. Performance of a per-image attack over 100 images of CIFAR-10 under T" = 10000 iterations. “Succ. rate” indicates the ratio of
success attack, “Avg. iters to lst succ.” is the average number of iterations to reach the first successful attack , “Avg. Lo (suce.)” is the
average of L distortion taken among successful attacks, and “Avg. total loss” is the average of total loss f(x) over 100 samples.

Methods Succ. rate Avg. iters to |st succ. Avg. Lo (succ.) Avg. total loss
SGD algo. ZOSGD 88% 835 0.076 27.70
ZOAdaMM 85% 3335 0.050 19.15
GH algo. Z0OGradOpt 65% 6789 0.249 39.05
= . ZOSLGH; (v = 0.999) 93% 4971 0.248 14.28
REFIE  70SLGH, (v = 0.999) | 93% 4365 0.188 14.23
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