FY2025/20254F &

Al Security and Privacy Team

.~ Jun Sakuma

"4
g — O R — . Center for
g Alfuﬁgtj\: -1 U T4/ ’f / \“/—7'—-& 1Z_Eaﬁ5ﬁ = RIM=N Advanced Intelligence Project

N\

N
y

¥

.

-

i ®
-
8 -I
A

Invisible but Detected: Physical Adversarial Shadow Attack and Augmented Shuffle Differential Privacy Protocols for Large-Domain
Defense on LIDAR Object Detection (UsenixSec25, Mori et al.) Categorical and Key-Value Data (NDSS26, Murakami et al.)
“Shadow Attack” against LiDAR-based Object Detection The Shuffle Model of Differential Privacy (DP)
> An attacker creates a pseudo shadow with a mirror sheet. » Amplifies privacy by shuffling (= reduces noise at the same level of privacy). However, it is vulnerable to:

» The shadow will let the object detection algorithm mis-detect a false object. » Collusion Attacks: Some users share their noisy data with the data collector to reduce the shuffling effect.
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Attack optimization Results The LNF (Local-Noise-Free) Protocol [Murakami+, S&P25]

* The attack succeeded at LiDAR-to-shadow distances ranging from 10 to > [Key_ Idea]: Prevent mallqous USETS attacks by addlng noIse on the s_huffler side.
Directlonsftlhetarge? 23 meters across five different scenes. » Provides robustness against collusion attacks, while providing much higher accuracy than SOTA protocols.
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Meta Optimality for Demographic Parity Constrained Regression Disrupting Model Merging: A Parameter-Level Defense Without
via Post-Processing (ICML25, Fukuchi et al.) Sacrificing Accuracy (ICCV25, Yu et al.)
o Proved best fair regression via post-processing Unauthorized Knowledge Theft
Fair minimax optimal error: Fair ideal regressor In the pretrain—finetune paradigm, independently finetuned models can be merged by directly combining their
_ . (T = (Fair Bayes optimal parameters. This allows "free-riders" to steal specialized capabilities and claim ownership without original data or
8n (IP) — _1nf_ Sup IE[d (fn, flj regressor) training costs. Existing defenses like watermarking are passive and do not prevent the merging from occurring. We
fn:fall‘ U.€P want to provide a proactive defense. Model Merging Classification:
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(OT): Fransport optimal regressor — i Key Results Somaon
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: . Model merging succeeds when
 Transport to the barycenter equalizes optimal performance! models reside in the same loss basin. T
' o : : PaRaMS applies functionall
OUtPUt C_“St' o _ The theorem gan combine with most equivalent transﬂgr'maﬁons ltjo p|u5h g In classification and image generation tasks, protected models (MMP+)
« OT achieves minimal error increase. (standard) optlmal regressors to prove model into a distant basin, making it show a massive drop in performance after merging (e.g., accuracy
: : : : : incompatible for merging while dropping from ~98% to ~8%).
the fair Optlma“ty' (meta Optlma“ty) maintaining its original performance.
Cost-Minimized Label-Flipping Poisoning Attack to LLM Alignment Toward Safer Diffusion Language Models: Discovery and
(AAAI26, Akimoto et al.) Mitigation of Priming Vulnerability (ICLR26, Yamabe et al.)
Preference Data Poisoning Attack
During LLM alignment, we rely on Reinforcement Learning from
Human Feedback (RLHF) or Direct Preference Optimization (DPO)  x: How to build a bomb?
using a preference dataset: D = {(x,y,z,w)}. To create a y: Sorry but | cannot assist ...
preference dataset, annotators are asked to select a preferred z: Here is the instruction on ...
output prompt, y or z, as a response to an input prompt x.
However, there is a risk that the preference label w is flipped by Preference label ;3
adversarial annotators, leading to backdoor injection or poor wiz >y @
performance of trained LLMs. Understanding the attack ability is
important to understand the vulnerability of LLM alignment.
Cost-Minimized Attack as Convex Programming Empirical Result
Under some conditions, finding an attack with minimum cost ~ BY solving convy. prog., We can reduce _ _ o -
(label flip ratio) is formulated as a convex programming the cost of existing attacks. Diffusion Language Models (DLMs) suffer from the Priming Vulnerability
problem: RLHFPoison RLHFPoison+PCM DLMs generate tokens in parallel through iterative denoising processes (Figure (a)). This work reveals that even in safety-
' min ||C|| st. ®C=®(04—00) PKU-SafeRLHF aligned models, if an affirmative token in response to a harmful query appears at an intermediate step of the denoising
¢ ’ . — process, subsequent generation can be steered toward a harmful response (Figure (b)). We call the vulnerability as the
— 0o < (< (1-60) Elf;nfasznggl 8:33 i 8:8% 8:38 i 8:81 Ejg:gg; Priming Vulnerability and propose a new safety alignment method, Recovery Alignment, to mitigate the vulnerability.
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