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Basic principles for personal data protection in probe vehicle information services
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Criteria for privacy and integrity protection in probe vehicle information systems
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Intelligent Transport Systems
Vehicle interface for provisioning and support of ITS service
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ISO 20077-1:2017

Road Vehicles -- Extended vehicle (ExVe) methodology
-- Part 1: General information

ISO 20077-2:2018
Road Vehicles -- Extended vehicle (ExVe) methodology
-- Part 2: Methodology for designing the extended vehicle

THE#£1E

ISO/DIS 20078 (2018.2 {7 DISIREH)

Road vehicles -- Extended vehicle (ExVe) 'web services'
-- Part 1. ExVe content
-- Part 2: ExVe access
-- Part 3: ExVe security
-- Part 4: ExVe control
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Hi 81 : ACEA Position Paper Access to vehicle data for third-party services 2016

Extended vehicle

Ad hoc communication
Under responsibility of the VM [vehicle manufacturer)
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150 20078 Extended Vehicle — Web Service (draft)
Access for service providers & neutral semver(s)
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Only for regulated
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diagnosis, repair
Extendedvehicle & maintenance

150 20077-1

The Extended Vehicle
New Standardization Project ISO 20078
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@ ExVe Content Defining the data content by a human readable data format; e.g.

Extended Vehicle (ExVe) |
vehicle, telematics unit, radio }
link, data, access, control, ]
security, logs, back endm

é%e Access: Defining the mechanism to read and alter data; e.g. https by
@ E’M'Security: Defining an end-2-end security mechanism; e.g. a timed certificate for each
@ EXWéeControl: Defining the customer portal; protection of data privacy and OEM's

ton.

[ The ExVe ISO 20078 - Daimler AG — GSP/O - Dr. Christian Scheiblich, Dr. Thomas Raith — CLEPA Aftermarket Conference - Brussels, 27" of  Mercedes-Benz
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http://taysad.org.tr/uploads/dosyalar/18-12-2014-01-26-5-Extended-Vehicle---a-proposal-for-
sharing-diagnostics-data-in-the-future-Scheiblich-ve-Raith-Daimler-27-11-2014.pdf




ACEA(FRM BBIET%%) Strategy Paper on Connectivity (2016)
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APRIL 2016
1. BENEF'TS OF CONNECT'V'TY http://www.acea.be/uploads/pqb]ications/ACEA
2. DATA IS THE BASIS FOR CONNECTIVITY ~Strategy_Paper_on_Connectviy.pef

3. PROTECTION OF PERSONAL DATA IS PARAMOUNT

The foundation for the responsible handling of personal data is transparency and self- determination for the user. Vehicle
manufacturers aim to design their vehicles and services so that where possible customers can choose whether to share personal
data. This means that personal data will be shared with third parties who use these data for their own commercial purposes only
on the basis of a contract, with the consent of the customer or to comply with legal obligations.

Furthermore, customers will be able to de-activate the geolocation functionality of their connected vehicles and in the connected
services that are offered except where geolocation data must be processed to comply with contractual or legal obligations (for
example: emergency call).

This also applies in cases where the vehicle manufacturer transfers personal data to service providers entrusted with performing
the service in question. Where data processing is outsourced, contractual safeguards are put in place to protect personal data.

4. NO DATA ACCESS WITHOUT SECURITY, SAFETY AND LIABILITY

5. NO DATAACCESS WITHOUT COMPENSATION

6. AMATTER OF COMPETITIVENESS

/. THE EXTENDED VEHICLE PROVIDES THE BEST TECHNICAL SOLUTION
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f51:20077-1  https://www.iso.org/obp/ui/#iso:std:is0:20077:-1:ed-1:v1:en

Extended Vehicle Web Service

44 Li5— CLEPA Aftermarket Conference 2014 #R&EEH
http://taysad.org.tr/uploads/dosyalar/18-12-2014-01-26-5-Extended-Vehicle---a-proposal-for-
sharing-diagnostics-data-in-the-future-Scheiblich-ve-Raith-Daimler-27-11-2014.pdf

ACEA Strategy Paper on Connectivity
http://www.acea.be/uploads/publications/ACEA_Strategy Paper_on_Connectivity.pdf

ACEA Position Paper Access to vehicle data for third-party services 2016
http://www.acea.be/uploads/publications/ACEA _Position_Paper_Access_to_vehicle_data_for_third-
party_services.pdf
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Access to In-vehicle Data and Resources (2017 )
https://ec.europa.eu/transport/sites/transport/files/2017-05-access-to-in-vehicle-data-and-resources.pdf
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